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Functional Encryption for Set Operations

evaluate (), Si

= Privacy-preserving information sharing
= Two-client and multi-client constructions for various set operations
= Evaluation using a proof-of-concept implementation



Privacy-Preserving Information Sharing
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Privacy-Preserving Information Sharing

Functional Encryption for Set Operations

Computes a set operation using a non-interactive scheme
A third-party (the evaluator) learns the evaluation result
Use cases include

= privacy-preserving profiling

= simple data mining

= one-way data sharing



Multi-client Non-interactive Set Intersection
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Multi-client Non-interactive Set Intersection
Functionality

FUNCTIONALITIES f

Tm /(S1, intersection: (; Si
cardinality: |, Si|
7
threshold: |, Si| > t =, Si

(also “with data transfer”)
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Multi-client Non-interactive Set Intersection
Security Requirements
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Multi-client Non-interactive Set Intersection
Security Requirements

T f(S1,S2,...,8n)
cannot mix-and-match

oId and new inputs
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Multi-client Non-interactive Set Intersection
Security Requirements

T f(S1,S2,...,8n)

@

collusion between the evaluator
and client(s) does not reveal other

,*nts inputs
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Construction: Two-Client Set Intersection Cardinality




Construction: Two-Client Set Intersection Cardinality

Tm |S1 NSa| = |ct1 Nty
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cti = { msk(ID, X)) | X; € S } cto = { Pmsk(ID, X)) | X; € S2 }



Construction: Two-Client Set Intersection

mS1NSy = {(P;“JI(C) | c€cty ﬂCtz}

N

cty cto

St S2
cty = {( ¢k|D,j()(j)) | Xj € Si } ct = {( ¢k|D,j()(j)) | Xj € 82}

Kip,j = @msk (1D, X})



Construction: Two-Client Set Intersection

TS NSy = {¢;Jj(c) | cecty Nt}

usk: usk;
Kip,j = le,j1 . le,j2
ct / Ctz\
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uskq + usko =1
Kip,j = @msk (1D, X})



Construction: Two-Client Set Intersection

TS NSy = {¢;Jj(c) | cecty Nt}

k k
Kip,j = kllé)s,f . kllés'jz
cty / cto \
[ ] [ ]
M  Docsn'thave to be Xj € S1; A
can be any associated data
S So

i = { (K, 0p, T €81} cto= { (K22, g, () 1 € 62 )

uskq + usko =1
Kip,j = @msk (1D, X})



Intuition: Two-Client Threshold Set Intersection

TS NSy = {tp;“jj(c) | cectineta}

. usky ,usks
kip,j = le,j : le,j
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We also encrypt this value and require i

at least t secret shares for decryption
S2

/5'1
cty :{( ‘%371 Bro, (X)) | X € St } ctp = {( o B, (X)) 1 % 532}

usky + uskp =1
Kip,j = ®msk(ID, Xj)



Efficiency of the 2C-FE Constructions
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Construction: Multi-client Set Intersection Cardinality

T count [T7_, H(ID, xj)Uski = 1
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Efficiency of the MC-FE Construction

Theoretical
Polynomial in the number of set elements per client:
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Improved Set Intersection Cardinality Scheme

Intuition
Compute the set intersection [); S; “in the encrypted domain”;

For some client i/, determine how many set elements ej € Sy are in the
encrypted set intersection, i.e.,

n
{ejleje mS,’,ejGS,'/}

i=1




Improved Set Intersection Cardinality Scheme

Intuition
Compute the set intersection [); S; “in the encrypted domain”;

For some client i/, determine how many set elements ej € Sy are in the
encrypted set intersection, i.e.,

n
{ejleje mS,’,ejGS,'/}

i=1

“Tools”

= Bloom filters — to represent sets in a single data structure

= Homomorphic encryption — to compute in the encrypted domain

= Functional encryption — to determine whether an element is in a set



Preliminaries: Bloom filters

Set Intersection

bs[1]

bs[2] bs[3] bs[4] bs[5]

bs[6] bs[7] bs[8] bs[9]

Si

1

1

1

1

A

S2

S1 NS




Construction (simplified)

Set Intersection using Secret Sharing

bs[1] bs[2] bs[3] bs[4] bs[5] bs[6] bs[7] bs[8] bs[9]

Enc(Sy) S1,2 S1,4 | S1,5 | S1,6
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Enc(S2) 52,4 S2,6 S2,9

Enc(S1 N So) 1 1
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Construction (simplified)

Set Intersection using Secret Sharing

bs[1] bs[2] bs[3] bs[4] bs[5] bs[6] bs[7] bs[8] bs[9]
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Enc
Actual construction is more involved:

= element testing uses

Enc (H(D, £)%+g"") - T}, H(D, )% = (g")" 2,9
= using Shamir secret sharing instead of

additive secret sharing

ahakicd I I NN R R N
Encrypt(usk;, ID, S)) Evaluate(cts, ..., ctp)
H(ip, £)"it if bs[{] = 0; H(ID, £)% - (H H(iD, [)s,z)

H(ip, £)Sit if bs[f] =1
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Summary

= Non-interactive privacy-preserving information sharing
= Efficient two-client constructions for various set operations
= Theoretical constructions for various multi-client set operations
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Summary

= Non-interactive privacy-preserving information sharing
= Efficient two-client constructions for various set operations
= Theoretical constructions for various multi-client set operations

Interested?

Implementation: https://github.com/CRIPTIM/nipsi
Contact: t. r.vandekamp@utwente.nl

/% 1% National Cyber Security Centre Ministry of the Interior and
" Ministryof Seurity and Justice Kingdom Relations
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